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Abstract

We presentan iterativetechniquein which modelcheck-
ingandstaticanalysisarecombinedtoverifylargesoftware
systems.Theroleof thestaticanalysisis to computepartial
order informationwhich themodelchecker usesto reduce
thestatespace. During exploration,themodelchecker also
computesaliasinginformationthat it givesto thestatican-
alyzerwhich canthenrefineits analysis.Theresultof this
refinedanalysisis thenfedback to themodelchecker which
updatesits partial order reduction.At each stepof this it-
erativeprocess,the staticanalysiscomputesoptimisticin-
formationwhich resultsin an unsafereductionof thestate
space. However, we showthat the processconvergesto a
fixedpoint at which time the partial order information is
safeandthewholestatespaceis explored.

1 Intr oduction

In industrial settings,software verification consistsal-
most entirely of testing. Formal analysis,be it basedon
staticanalysisor modelchecking,is not consideredpracti-
cal for softwareapplications.Fortunately, this situationis
slowly changingandmoreresourcesaredevotedto improv-
ing thepracticalityof suchanalysistools.For example,the
Java PathFinder(JPF)modelchecker hasbeenappliedto
theverificationof critical avionicssoftware[2, 11, 13].

JPFis amodelcheckerwhichoperatesonprinciplessim-
ilar to theSPINmodelchecker[7], i.e.,givenaclosedenvi-
ronmentfor software,it performsa systematicexploration
of thestatespaceof theprogramby executingit. Therefore,
JPFhasto dealwith issuessuchasgeneratinganenviron-
mentto closea system,deriving finite modelsfrom infinite
statespaces,and curbing the stateexplosionproblem(so
that exhaustive explorationcanbe performed).This work
focuseson alleviating thestateexplosionproblem(i.e., the
modelcheckerrunsoutof memorybeforeit canexplorethe
wholestatespace)by usingpartial orderreduction,which
eliminatestheexplorationof redundantpathsdueto thein-

terleaving of independenttransitions.
JPFrelies on abstractionand static analysisto reduce

thesizeof statespaces.Abstractionis usedprior to model
checking;it generatesa smallerprogram(meaningthat it
yieldsa smallerstatespacethantheoriginal program)that
is a safe(it preservesthebehaviors thatarerelevant to the
propertyunderconsideration)approximationof theoriginal
program.Staticanalysisis alsousedprior to modelcheck-
ing to slicetheoriginalprogram[6] (yieldingasmaller, safe
program),andalso,computeinformationneededtoperform
partialorderreductionduringmodelchecking.JPFhasthe
following important(for thiswork) characteristics:

� it is anexplicit-statemodelchecker for Javaprograms,
i.e., it usesa customJava virtual machineto explore
statesin a DFSmannerandverify properties;

� it pruneson-the-flythestatespaceusingpartialorder
reductiononsafetransitions;

� it reliesonstaticanalysisto computesafetransitions.

This paperfocuseson partial order reduction,and the
interactionsbetweenstatic analysisand model checking.
Sincestaticanalysisis usedprior to modelchecking,partial
orderanalysisis subjectto thefollowing limitationsof static
analysis:no knowledgeof thevaluestakenby variablesat
run time (even thoughwe make limited useof symbolic
evaluationthroughtheBanderatoolset[4]), approximations
inherentto usingthe traditionaldataflow framework (e.g.,
wideningor k-limiting), and,the fact that the precisionof
staticanalysisis directlyconditionedby theprecisionof its
aliasingalgorithm.Unfortunately, mostpracticalaliasanal-
ysesarequiteimprecise.JPFhowevercancomputeprecise
aliasingsinceit exploresthe statespaceby executingthe
programunderall possibleinterleavings. Therefore,our
driving ideais to researchhow we caninterfacethe static
analyzerandthemodelchecker sothatwe cantake advan-
tageof one’sstrengthsto canceltheother’sweaknesses.

In this paper, we show that the staticanalyzerand the
modelchecker canoperateconcurrentlyandreducesignif-
icantly the sizeof the exploredstatespace.The statican-



alyzercanusedynamicinformation(i.e., aliassets)com-
putedby JPFduring stateexplorationandstaticallycom-
putepartialorderinformationthatJPFcanuseto prunethe
statespace.Thealiasinginformationgivento thestatican-
alyzeris a subsetof therealaliasset;therefore,staticanal-
ysis may produceincorrect information aboutsafestate-
mentwhichJPFcannottrustto definitelydiscardexecution
paths.However, this informationcanbeusedto pick paths
(that are not discardedby the currentpartial order infor-
mation)during stateexploration. As JPFcoversmoreof
thestatespace,it computesa saferaliasset(i.e., closerto
therealaliasset),andin turn, thepartialorderinformation
computedby thestaticanalyzeris safer(i.e.,morerelevant
pathsgetincludedin theexploration).Eventually, this iter-
ativeanalysisreachesafixedpoint (thealiassetis thecom-
pletealiassetfor thecurrentenvironment),and,themodel
checker knows exactly whatpathscansafelybediscarded.
Theinnovativenessof ourwork is twofold:

1. we use static analysisand model checkingconcur-
rently to increasetheirprecision,and

2. we perform a safeanalysisby computing(less and
less)unsafeinformation.

The paperis organizedasfollows. Section2 describes
staticanalysisandpartialorderreduction.In Section3, we
formalizeour approachandprove that it yields safesolu-
tions.We thendescribeanexample,discusssomepractical
considerations,andpresentourconclusions.

Therestof thepaperusesthefollowing notations.State-
ments(alsoreferredto astransitions)aredenotedby lower
caseletterssuchas ���������	��
�
�
 . Thesetof all statementsis
called 
 . Thethreadof executionfor agivenstatement� is
givenby �����	� . Thestateof thesystemis usuallyreferenced
by thelower caseletter � . Thestatereachedfrom a state�
afterstatement� hasbeenexecutedis denotedby ������� . The
setof all possiblestatesis called � . Theset ������������� ����� rep-
resentsthesetof statementsthatcanbeexecutedat state� ,
i.e., the transitionsthat areenabledin state � . For a given
statement� , �!�#"$�%�	� ( &#��"$���	� ) is thesetof variablesdefined
(used)at � .

2 Static Analysis in JPF

Java PathFinder[2, 11, 13] is an explicit statemodel
checker that takescompiledJava programs(i.e., bytecode
class-files)and analyzesall paths through the program
for deadlock,assertionviolationsandlinear time temporal
logic (LTL) properties.JPFis built onacustomJavaVirtual
Machine(JVM) andthereforedoesnot requireany transla-
tion to an existing modelchecker’s input notation. Since
JPFis custom-madefor Java modelchecking,it allows an
aggressiveattackonthestate-explosionprobleminherentin

mostcomplex Java programs.Importantly, the JPFmodel
checkerhasfull controloverwhich (Java)statementsto ex-
ecutein everystate,andmoreover, hasthecompletestateof
theJVM at its disposalatall timesduringexecution.These
two characteristicsallows the implementationof the con-
ceptsin this paper: partial-orderreductions(only execute
certaintransitionsin eachstate)andcalculationof aliasin-
formation(presentin thedata-portionof theJVM state).

2.1 Partial Order Reduction

To performacorrectverificationof anasynchronoussys-
tem(in ourcase,amulti-threadedJavaprogram),themodel
checker hasto exploreall possibleinterleavingsof concur-
rent transitions(i.e., concurrentstatements)in the system.
Unfortunately, the interleaving modelyields a combinato-
rial explosion in the numberof statesthat needto be ex-
plored. The goal of partial order reductionis to usethe
commutativity of concurrenttransitionsto reducethestate
spacethatneedsto beexploredby a modelchecker.

For example,a systemconsistingof two threadswith
threetransitionseach,suchthat transitionsin one thread
areindependentfrom transitionsin other threads,yields a
spaceconsistingof 16 statesandup to 20 differentpaths.
However, any suchtwo pathsdiffer by atmostninecommu-
tationsof transitions(on differentthreads).If theproperty
checkedby themodelchecker on this systemis not sensi-
tive to thosetransitions,thenthestatespacecanbereduced
to only onepath,i.e.,sevenstates.

As describedin [3], two transitionsareindependentif the
executionof onedoesnotdisabletheother(andviceversa)
(enablednesscondition)andthey resultin thesamestatere-
gardlessof theirexecutionorder(commutativitycondition).

Definition 1 two transitions� and � are independentat a
givenstate � if thefollowingtwoconditionsaresatisfied:

1. �����(')������������� ������*+��')������������� �%�,�������
2. �����(')������������� ������*+���%�,�����-�/.0�,�%���1���-�

Theseconditionsdefinean independencerelationbetween
pairsof transitions(statements)that is symmetricandanti-
reflexive. In [8], HolzmannandPeledextendthisdefinition
of independencewith theconceptof global independence.

Definition 2 Two transitions � and � are globally inde-
pendentif and only if they are independentin every state
where they aresimultaneouslyenabled.

We needtwo otherconditionsto performpathelimina-
tion usingindependence.First, transitionshave to be invis-
ible with respectto thecheckedproperty, i.e, its execution
from any statedoesnot changethe valueof the proposi-
tional variablesin theproperty. Second,eliminatinga path



shouldnot eliminateanotherpaththatbranchedout of one
of theintermediarystates.

Partial orderreductionis usuallyimplementedusingthe
conceptof amplesets. An ampleset at state � (denoted
�2�3�4���5����� ) is a subsetof �����5�6�����4�1��� . Whenoperatingin
a partialorderreductionmode,themodelchecker will ex-
plore only paths,from a givenstate,that startwith transi-
tions in theamplesetratherthanthe enabledset. In other
words, given a state � , partial order reductionresultsin
the eliminationof all the pathsstartingwith transitionsin
�������������4�1���879�2�3�4���5����� . According to [3], the following
conditionsyield a correctampleset( � is a givenstate):

C0 �!�3�4���5�1����.;:=<>������������� ������.?: ;

C1 along every path in the full stategraphthat startsat
� , the following conditionholds: a transitionthat is
dependenton a transitionin �!�3�4���5�1��� cannotbeexe-
cutedwithouta transitionin �!�3�4���5�1��� occurringfirst;

C2 if � is not fully expanded,then every transition in
�!�9� ���5����� is invisible;and,

C3 a cycle is not allowed if it containsa statein which
sometransition is enabledbut is never included in
�!�9� ���5����� for any state� on thecycle.

Note that @3A implies that the transitionsin �����5�6�����4�1���B7
�2�3�4���5����� areindependentof thosein �!�9� ���5����� .

Verifying conditionC1 is ashardascheckingreachabil-
ity for thefull statespace(seeTheorem11,page154of [3]).
Moreover, the full statespaceis not availablewhenample
setsare computedduring on-the-fly modelcheckingas it
is thecasein JPF. Therefore,practicalimplementationsof
partialorderreductionneedto useconditionsthatareeasier
to check,evenif they yield lessreduction[3].

JPFrelieson anotherconceptbasedon safetransitions
[8]. In essence,a transitionis safeif it is independenton
any transitionof any otherthread.A partialorderreduction
schemethat usesonly safetransitionsin the ampleset is
guaranteedto yield correctresults.

Definition 3 Givena property C , statement� is safeif it is
invisible with respectto C and globally independentfrom
any � such that ���%�	�ED.=�����F� .
Practically, at any givenstate� , JPFlooksfor a safetransi-
tion in ������������� ����� (thesetof enabledtransitionsat � ). If it
findsasafetransition,sayG , JPFexecutesit andexploresthe
graphit creates.Duringbacktracking,JPFignoresthepaths
originatedin theothertransitions( �������������4�1���H7JI�GLK ). If it
doesnotfind any safetransitionin theenabledset,all transi-
tionsareexplored.In otherwords,theampleset( �!�3�4���!�1��� )
iseitherthefull enabledset( ������������� ����� ) or asingletoncon-
tainingoneof thesafetransitionsin �����5�6�����4�1��� . Contrary
to SPIN,JPFrelieson a staticanalyzerto performthede-
pendenceanalysisneededto identify safestatements.

2.2 Static Analysis

This sectiondescribeshow JPFusesstatic analysisto
computepartialorderinformation.We designedouranaly-
sisbasedonthedependencesdefinedin theBanderatoolset
[4]. Hatcliff et al. definedsix typesof dependences[6].
Therearethreeintra-threaddependenceswhich areusually
found in sequentialprograms,namely: data, control and
divergencedependences.Sincethesedependencesrelate
statementswithin the samethread,they cannotbe usedto
identify independentstatements(seepage157of [3]).

Hatcliff et al. also definethreetypesof dependences
(interference, synchronization, andreadydependences)that
captureconcurrency issues. The interferencedependence
capturesthefactthatsharedvariablescanescapethescope
of a given thread. We give the formal definition of inter-
ferencedependencebecauseit is usefulwhen it comesto
computingpartialorderinformation.

Definition 4 A statement� is interference-dependenton a
statement� if

1. �����	�MD.0�����F� , and

2. �!��"$���F�ONP&#�#"$�%�	�MD.;: .

Notethat �!�#"$�%�Q� and &#�#"$�%�	� needto take into accountthe
possiblepresenceof aliases.Second,it is obvious that, if
� is interference-dependenton � , then � and � are not
globally independent(they do not commute)with respect
to partial orderreduction. So, computinginterferencede-
pendencesgivesimportantinformationaboutindependence
with regardto partial order reduction. However, interfer-
encedependenceis not quite restrictive enoughto identify
safestatements.Therefore,wetakeaconservativeapproach
andconsiderthatany statementdefiningor using(possibly
via analias)a sharedvariableis unsafe.Our problemthen
becomesanalyzingstaticallya programto identify shared
variables.This requiresaliasanalysis.

Both the synchronizationandreadydependenceare ir-
relevant to our discussionon partial orderreduction.Syn-
chronizationdependenceexists to make surethat themon-
itors enclosinga statementthat is in the slice are also in
theslice. Sincethestatementsinvolvedin synchronization
arein thesamethread,they arealreadyconsidereddepen-
dentwith regardto partial orderreduction,andwe do not
needto computeif statementsaresynchronizationdepen-
dent. The readydependencestatesthat a statement� is
ready-dependenton a statement� if � ’s failure to com-
pletecanmake �4�%�	� block beforereachingor completing
� . Accordingto thisdefinition,theexecutionof � doesnot
disable� ; quitethecontrary, it enables� . Therefore,ready
dependenceis irrelevant to the notion of dependencewith
regardto partialorderreduction.



If neither synchronizationnor ready dependencesare
usefulto provide informationaboutindependencewith re-
gard to partial order reduction,we still needto study the
synchronizationmeansin Java andanalyzetheir impacton
statementindependence.For that, we take a closer look
at thesynchronizationcommandsidentifiedin [6]: namely,
enter-monitor, exit-monitor, wait, notify, andnotify-all. The
first command(enter-monitor) is theonly onethatcandis-
ablestatementson differentthreads.Indeed,theexecution
of enter-monitorpreventsotherthreadsto accessthe lock,
potentiallydisablingtransitionson thosethreads(notethat
it disablesonly statementsthatareattemptingto acquirethe
samelock; onceagainit is a sharedobjectproblem). The
exit-monitor, notify, andnotify-all commandsreleaselocks;
therefore,withoutconsideringpossibleexceptionproblems,
thesecommandsdonotdisableotherstatements;they rather
enablesome.Finally, thewait commanddoesblock theex-
ecutionof somestatements,but only on the samethread,
whichmeansthat it canblock only statementsthathave al-
readybeendeemeddependent;therefore,wedonotneedto
payspecialattentionto wait commands.

Thestaticanalyzerdoesnot really computewhat state-
mentsare safe. It identifiesunsafestatements,and then
mark theotherstatementsassafe.Hereis the formal defi-
nition of anunsafestatement:

Theorem1 A statement� is unsafeif

1. � is interferencedependentonanyotherstatement,

2. � is anenter-monitorstatement,or

3. � is an invokestatementona synchronizedmethod.

Conditions2 and3 arestrongerthat they needto be. An
enter-monitor statementis unsafeonly if thereis another
enter-monitor statementon anotherthreadattemptingto
grabthe samelock. Condition2 takesa conservative ap-
proachand mark any enter-monitor statementas unsafe.
Similarly, condition 3 takes a conservative approachby
markingall invocationsof synchronizedmethodsasunsafe.

2.3 Implementation

Partial order reductionis performedon-the-fly by JPF
basedon informationcomputedby the staticanalyzer. As
illustratedin Figure1, in thecurrentimplementation,static
analysisis donebeforemodelchecking.Thestaticanalyzer
identifiesa setof safestatements,which JPFusesto elim-
inateredundantpaths.Thestaticanalyzeris run only once
(beforeany run of themodelchecker) andthereforeit pro-
videsconservative results;it only computesa subsetof the
idealsetof safestatements.This guaranteesthat all inter-
leavingsthatcanaffect theresultof theverificationprocess
areexploredby JPF. Theprecisionof the analysisdirectly

affectsthenumberof pathsthatJPFcanignore.Therefore,
approximationsmadeby the staticanalyzerhave a direct
impacton thelevel of reductionachievedby JPF.

computes

Java Pg

enables pruning

Alias Set

Safe Stmts Model Checker

explores

State Space

computes

yields

Static Analyzer

parses

uses

Figure 1. One-time par tial order reduction.

Partial orderanalysisdependsonaliasingandcall graph
analyses;hence,it suffers from the approximationintro-
ducedby thoseanalyses.Unfortunately, aliasinganalysisis
acomplex problem[10]. For example,it hasproblemshan-
dling possiblyinfinite datastructures.Practicalalgorithms
rely on k-limiting schemesthatdifferentiatealiasesin lists
only up to adepthof R [10]. Moreover, scalablealgorithms
typically do notdifferentiatebetweendifferentcalling con-
texts [1, 12]. This leadsusto believe thatonly limited par-
tial orderreductioncanbeachievedby usingstaticanalysis
asapre-processingstep.

Ourdrivingprincipleis basedontwo observations.First,
JPFcancomputeprecisealiasing(andcall graph)informa-
tion while the static analyzercan only computeapproxi-
matealiasinginformation.Therefore,JPFshouldbetheone
computingthe aliasinginformation. Second,JPFlacks a
globalview of thesynchronizationin thesystem;it usually
considersonly onepathof executionat a time andit does
notrealizethesynchronizationproblemsuntil it bumpsinto
them. The staticanalyzerhasa moreabstractview of the
system,andgiven the properaliasinginformation,it does
a goodjob at computingpartial orderinformation. There-
fore, it shouldbetheonecomputingtheindependencesets.
Therefore,it seemsthat,by workingondifferentaspectsof
theproblem,they couldhelpeachotheranddo a betterjob
thanthey donow. Thisparadigmis illustratedin Figure2.
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Figure 2. Iterative par tial order reduction.

Theoretically, thisparadigmis attractive,but,practically,
it seemsto beonly realizableat theexpenseof safety(i.e.,



theverificationis optimistic anddoesnot offer guarantees
even if it terminates).Indeed,JPFcanonly computepar-
tial alias setsas it explores the statespace. Only when
it hascompletelyexploredthe statespacecan it compute
precisealiassets.Therefore,it seemsthat, in our scheme,
staticanalysiswould alwaysbebasedon unsafealiassets,
andhence,produceonly overly optimisticsetsof safestate-
ments. This implies that JPFcould potentially ignorerel-
evant paths,andtherefore,misssomeerrors. Fortunately,
this is notsoasweprove in thenext section.

At each new iteration, JPF adds new aliasesto the
alias setsit computedduring previous iterations. These
new aliasesmay leadthestaticanalyzerto re-classifysafe
statementsasunsafe(but never unsafestatementsassafe).
Therefore,ateachnew iteration,thesetof safestatementsis
a subsetof thesafestatementsat previousiterations.Each
timeastatementis re-classifiedfromsafetounsafe,it forces
JPFtoconsideradditionalpaths.Theiterationprocessstarts
with no aliassets(or oneresultingfrom a must-aliasanal-
ysis) and optimistic setsof safestatements.The process
goeson until JPFhassafelyidentifiedall thealiasesin the
program.At that point, JPFgivesan exact aliassetto the
staticanalyzer, which in turn cancomputean exact setof
safestatements.That set is then usedby JPFto identify
exactly all therelevantremainingpaths.Theoverall verifi-
cationprocessthenfinishesonceJPFhascoveredall rele-
vantpaths.All of thisis validbecauseJPFnevercompletely
discardsa pathuntil thewholeverificationprocessis over.

The innovative aspectof our methodis that it performs
anoverallsafeanalysisoutof iterativeunsafeanalysissteps.
Moreover if no approximationsareintroducedby thestatic
analyzerwhencomputingthesetof safestatements,thenit
resultsin anoptimalreductionof thestatespace.Thestate
spacesexploredby JPFduring eachiteration(besidesthe
lastone)areonly partial statespaces.Therefore,stopping
at thesestagescould yield incorrect results. The overall
processconvergestowardsan optimal (in termsof partial
orderreduction)statespace.

In thenext section,wedescribeaframework thatformal-
izesthis approach.We thenuseit to prove thecorrectness
of this approach.In particular, we prove that the iteration
processcannotfalselydetectthat an alias set is complete
(which couldcauseanearlyterminationof thestateexplo-
rationandhenceyield incorrectresults).

3 Formal Framework

3.1 Aliasing

In thissection,wedefinealiasingandestablishresultson
thealiasanalysisdoneby JPF. Formally, analiasatprogram
point G is apair ��ST�-U5� of references( ��ST�-U5�8'FVXW whereV is
thesetof referencesin theprogram)thatpoint to thesame

storelocation. In otherwords, S and U give accessto the
sameobject.We canrepresentall aliasesin a programasa
mappingof programpointsto aliassetsasfollows:

A: T Y Z\[/]�[
t ^Y I5�%SH��U��8')V W K

where_`�%G�� representsthesetof aliasesholdingatprogram
point G . Wedefinea asthesetof all possiblealiasmapping
for a givenprogram.In therestof thepaper, we will refer
to _b'�a asthealiassetof theprogram.We alsodefinea
naturalpartialorderon a asfollows:

c ��_J�ed9�8'Fagf\_ihjdk<l� c GB'F
;f\_9�%G��mh0dn��G����6

In the presenceof dynamicinformation aboutfinite pro-
grams, a is finite. The numberof referencesis bounded,
andtherefore,thereis afinite numberof aliascombinations.

Weassumethatatany giventimeduringtheanalysis,we
candeterminethesetof states��o thathavebeenexploredby
JPF. We alsoassumethatJPFcanreliably computetheset
of aliasesholdingat any givenstate.Let "qp ( "qprf �0Ysa )
bethefunctionthatallows JPFto extractaliasesfrom a set
of exploredstates.Thus,

" p ��� o ��.=_
where ��o is the setof exploredstatesand _ is the setof
aliasesfor the currentsetof exploredstates.It is obvious
that "qp is monotonicallyincreasing.

c �%tu�-v`�8'w� W fqt+h0vx*y" p �%tz�8h{" p ��v9� (1)

Indeed,exploring morestatesdoesnot eliminatealiases,it
only addsmorealiases.

3.2 SafeStatementAnalysis

We assumethat the static analyzerhas a consistent
meansof computingthesetof safestatementsgivenanalias
set.Let "q| ( "q|}f\a~Y+
 ) besucha function.Thus,

" | ��_E�/.��
where_ is thecurrentsetof aliasesin theprogramand � is
thesetof safe(independent)statementsthatcanbeinferred
given _ . Obviously, "q| is monotonicallydecreasing.

c �%tu�-vJ�m'Fa W fqt+h0vx*y" | ��v3�8h0" | �%tz� (2)

Addinganaliasmaycreateanew dependenceamongstate-
ments,but it doesnot remove any. Therefore,it canonly
changea safestatementinto an unsafestatementandcan
neverchangeanunsafestatementinto a safestatement.

Furthermore,let "#� be the function( "q�Ff�
�Y�� ) that,
givenaset � of safestatements,cancomputethelargestset
of states����.>"#�2���5� that can be explored by JPF. It is
obviousthat,at any giventime, thesetof stateexploredby
JPF(say � o ) is a subsetof � � .

� o hj� � hj�



3.3 Fixed Point Analysis

The analysisusesan iterative processwhich seesthe
staticanalyzercomputeindependencesetsandJPFbounds
onstateexplorationandaliassets.Theprocessgoesasfol-
lows(note:indicesrelateto iterations):

1. givenan aliasset _E����� , the staticanalyzercomputes
an independenceset ���).�" | ��_M���O��� while JPFis ex-
ploringa confinedstatespace( ��o�����E� �/����O� );

2. thenJPFuses� � to limit its explorationto a new con-
finedstatespace( ���� .="q�\��� � � ) by performingpartial
orderreduction;

3. JPFcomputesa setof aliases_M� giventhestatespace
��o� it hasexplored( _ � .�" p �1��o� � and ��o� h0�/�� );

4. theprocessgoesbackto Step1 unlessafixedpointhas
beenreached( _E���T�}.=_M� ).

To show that a fixed point is reached,we define @�.
��a��,
����?����� whereany �,'~@ consistsof an alias
set,asetof safestatements,andconfinedandexploredstate
spaces.We alsodefinea partialorderrelation � over @ :
c ���m.~��_M�q�-���#�e� �� �e� o� ���-� W .~��_ W �-� W �e� �W �e� oW �8'Q@xf

� � �j� W <
��_ � hj_ W ������� �M� � W �����1���� h{���W �	�z�1��o� hj��oW �

Thefactthat � definesa partialorderderivesdirectly from
thefactthat h is a partialorderrelation.Therefore,��@M���}�
is apartialorderedset(or poset).It is alsoeasyto show that

Lemma 1 ��@M���}� is a completelattice.

Proof: First, notethat @ is finite because
 , � , and a are
finite. Therefore,we only have to show that the supremal
( �-����v ) of aset vghj@ is in @ (andsimilarly for theinfimal
of v , �����4v ). This is trivial since�����}@?.x��_`�-���L�$�e�/�8'F@
and ������@?.x������
��e���-�!��'w@ .

We now definea function " ( "jf�@bY @ ) thatsumma-
rizestheeffectsof aniteration.Thus,

c �m.~��_J�e���L� � �e� o ��'F@xf
"$������.~�¢¡J£m" p ��� o �6�e"q|���_E�6�e"q|�£m"#�\��_E�6�e� o �

It is alsotrivial to show that,for any iteration R ,

��_ � �e� � �L� �� �L� o� ��.;"$����_ ����� �e� ���O� �L� ����O� �e� o���O� ���
andthat,using(1) and(2), " is monotonically“increasing”.

c �������-� W �8'w@~f2���E�j� W *y"$�������m�j"$��� W � (3)

Therefore,wecanshow that

Theorem2 " hasa supremalfixedpoint

Proof: All wehave to show is that

� " is a monotonefunction(see(3))

� " is definedoveracompletelattice ��@M���}� (seeLemma
1). Then,accordingto Theorem2.1 in [9], " admitsa
supremalfixedpoint.

At this point, we have shown thatour iterative verification
processwill convergeto afixedpoint. Westill haveto show
thatthisfixedpoint correspondsto a correctanalysis.

Theorem3 After terminationof the iterative process,all
relevantpathshavebeenexplored.

Proof: Let C¤�1��� bethesetof pathsin thefull statespace� .
Let C¤���O¥�� bethesetof pathsin theexploredstatesspace.
Let 
 be the setof all possibletransitions. Let �!�¦��� be a
functionthatreturnsthefinal stateof a path� .

Assumethat thereexist pathsthatshouldhave beenex-
ploredbut have beendiscardedby JPFbasedon thepartial
orderinformationgivenby thestaticanalyzer. Let � bethe
first suchpaththatcouldhavebeenencounteredby JPF.

�Q'FC¤�����T78C¤���O¥���

Let �4§¨'©C¤���O¥�� be the exploredpath that “caused” � to
bediscarded.Then,thereexist two transitionsG and Gª§ and
threesub-paths� � , � W , and� §W suchthat

� �P.,�O��
 G�
 � W ,
� �4§ .«�O��
 Gª§�
 �4§W ,
� G���Gª§ � �����������5�1�2�¬���L�-� , and

� G § wasmisclassifiedassafe.

If G § is notsafe,theneither G § is visibleby thepropertybeing
checkedor it is notglobally independent.

It is not possiblefor Gª§ to bevisible by thepropertybe-
causeit wouldimply thatanaliasat Gª§ hadbeenmissedeven
thoughGª§ wasexecutedby JPF;thisviolatestheassumption
thataliasdiscoveryonstatesvisitedby JPFis correct.

Then, Gª§ mustnot be globally independent.Moreover,
since� shouldhavebeenexplored,it meansthat G and Gª§ are
not independentat state �!�¦�TA�� . This implies that G and G §
accessasharedvariable(or lock) throughaliasesandthatat
leastoneof thesealiasesis neveruncoveredduringtheanal-
ysis.However, suchaliasesresultfrom theexecutionof the
lasttransitionin � � (i.e.,thetransitionpreceedingG in � and
Gª§ in �4§ ). SinceJPFhasexecutedthattransition,thesealiases
would have beenfound by JPF(again,usingthe assump-
tion thataliasdiscoveryonstatesvisitedby JPFis correct).



Therefore,thereareno aliasesaccessinga sharedvariable
from G and Gª§ , and Gª§ is globally independent.

Therefore,� wasrightly discardedby JPF. Wecanrepeat
thisreasoningfor every(wronglydiscarded)pathandprove
thatall therelevantpathshavebeenexploredby JPF.

4 Example

Theexamplein Figure3 is a simplemulti-threadedpro-
gramthatexhibitsasubtledeadlockdueto incorrectinitial-
izationof variables.Essentiallythe deadlockis dueto the
countvariablesin Task1andTask2not beinginitialized to
zero- theimportantstatementsthatwouldneedto beinter-
leavedin orderto find this erroraretheassignmentsto the
countvariablesjust prior to the while loop in eachthread
(i.e.,statementslabeledS�� and S W in Figure3).

classMain ­ classEvent ­
staticvoid main(String[]args) ­ int count= 0;
Eventnew ev1 = new Event(); synchronizedvoid
Eventnew ev2 = new Event(); wait for event(intrcount) ­
Task1task1= if (rcount== count)
new Task1(new ev1,new ev2); try ­ wait();®

Task2task2= catch(InterruptedExceptione)­L® ;
new Task2(new ev1,new ev2); ®

task1.start(); synchronizedvoid signalevent() ­
task2.start(); count= (count+ 1) % 3;® notifyAll();® ®®

classTask1extendsThread­ classTask2extendsThread­
Eventevent1,event2; Eventevent1,event2;
int count= 0; int count= 0;
Task1(Evente1,Evente2) ­ Task2(Evente1,Evente2) ­
this.event1= e1; this.event1= e1;
this.event2= e2; this.event2= e2;
this.start(); this.start();® ®

void run() ­ void run() ­¯#° : count = event1.count; ¯�± : count = event2.count;
while(true) ­ while(true) ­

event1.wait for event(count); event1.signalevent();
count= event1.count; event2.wait for event(count);
event2.signalevent(); count= event2.count;® ®® ®® ®
Figure 3. Java program with deadloc k.

During the first iteration, the static analyzerdoesnot
have any aliasing information. Let us examinethe class

}����ROA . Even though the analyzercan determinethat
the fields ��U5���OG�A and ��U5���OG�Z are probablyaliasedto ob-
jects on different threads,it hasno concreteproof that it
is happening(becauseit hasno alias information at this
point). Therefore,the analyzerhasno choicebut to mark
all the statementsdealingwith thosevariablesassafe,ex-
ceptfor thestatementsinvoking thesynchronizedmethods² �!³1G "�´�& ��U5���OG and ��³1¡5���!� ��U5���OG . In thesecases,thean-
alyzer can infer that theseinvocationswill ask for locks

(even thoughit doesnot know which locks) andwe mark
suchcallsasunsafe(without checkingwhatobjectis used
asa lock). A similar analysisis donefor theclass
E�5��R�Z .
All statementsin classµ¶U!���OG aremarkedassafe(andwill
remainso sinceno aliasescanbe generatedin the µ¶U5���OG
class).All statementsin class·i�!³¸� aremarkedassafe.

During the first exploration done by JPF, the follow-
ing aliases(amongothers)will be uncovered. The refer-
ences·i�!³¸��
 ��� ² ��U A , 
}����R�A\
 ��U!���OG�A , and 
E�5��R�Z�
 ��U5���OG�A
will bealiasedwhen Gª����R�A and Gª����R�Z startrunning. Sim-
ilarly, the references·i�!³¸��
 ��� ² ��U5Z , 
}����ROA\
 ��U5���OG�Z , and

}����R�Z�
 ��U!���OG�Z will bealiasedwhen Gª����R�A and Gª����R�Z start
running.SincethestatementsS�� and S W (in bold in thefig-
ure)have beenmarkedassafe,they arenot interleavedand
JPFdoesnot find thedeadlock.Still, JPFpassesimportant
aliasinformationto thestaticanalyzer.

During theseconditeration,somealiasinformation,in-
cludingthealiasesconcerningthefields ��U5���OG�A and ��U5���OG�Z
in both 
}����ROA and 
}����R�Z will beknown to thestaticana-
lyzer. Using this information,the analyzercannow mark
as unsafeany statementaccessingthe fields ��U!���OG�A and
��U!���OG�Z in both 
E�5��R�A and 
E�5��R�Z (includingstatementsS �
and S W ). This resultsin only onesafestatementin eachof
thethread:theconditionof thewhile loops.

This new information is then communicatedto JPF
whichrealizesit needsto take into accountsomeadditional
interleaving. This resultsin JPFinterleaving statementsSO�
and S W andin thedeadlockbeingfound.

nop.o.r. p.o.r. p.o.r
S � , S W safe S � , S W unsafe

States 866 339 432
Transitions 1489 459 632
Deadlock found not found found

Figure 4. State space reduction figures.

Table4 shows theresultsof runningJPFwithout partial
order reductionand with different informationaboutsafe
statements.Column1 shows theresultswhenJPFdoesnot
useany partial order reduction. Column 2 shows the re-
sultsobtainedby JPFwith partialorderreductionusingan
overly optimistic setof safestatements.Column3 shows
theresultsobtainedby JPFwith partialorderreductionus-
ing a correctsetof safestatements.Sincethe exampleis
quite small, JPFcanfind the deadlockwithout partial or-
der reduction,but, to do so, it hasto visit twice asmany
statesaswhenit performspartial orderreductionwith the
correctsafestatements.Whenthe informationaboutsafe
statementsis incorrect(asin thefirst iteration)thedeadlock
is not found. But thediscoveryof aliasesby JPFleadsto a
correctsetof safestatements,and,JPFeventuallyfindsthe
deadlockaftervisiting roughly100morestates.



5 Practical Considerations

Our techniquerelieson thefactthatJPFalwaysfinishes
the exploration of a graphonceit hasstartedit. This is
not true in generaleither;explicit statemodelcheckersof-
tenrun out of memorybeforethey canfinish exploring the
whole space.If it is the case,our iterative techniquewill
perform an unsafeanalysis. However, in its normal pro-
cessingmode,JPFwould have runout of memoryanyway.
So,theresultof its analysiswouldbeunsafetoo. Therefore,
our methoddoesnot do worsethanthe normalprocessing
mode. We might even arguethat it would cover a “more
relevant” statespacebeforeit runsoutof memory.

A final importantconsiderationis the fact that JPF, as
mostexplicit-statemodelcheckers,stopsat the first error
it finds and returnswith an error trace (in JPF’s case,a
full executiontrace).Therefore,by constrainingthemodel
checker to staywithin a confinedstatespace(at eachitera-
tion), we restrictthepossibilityof themodelchecker to get
lost in someuninterestingpartof thestatespace.It would
beinterestingto extendthestaticanalysissothatthemodel
checker is guidedtowardscritical areasfirst.

6 Conclusion

We have describedan iterative processto performsoft-
ware verification using static analysisand explicit-state
modelchecking. Staticanalysisidentifiessafestatements
which areusedby themodelchecker to performpartialor-
derreduction(thusincreasingthechancesof exhaustiveex-
ploration). The modelchecker performsstateexploration
(usingpartial order reduction)andcomputesprecisealias
setsusedby thestaticanalyzerto identify safestatements.
Thiswork is innovativefor thefollowing reasons.
� It describesa framework where static analysisand

modelcheckingwork concurrentlyto improvethecov-
erageandtheprecisionof softwareverification;weare
awareof only oneotherwork [5] usingmodelcheck-
ing andstaticanalysisconcurrently;but it is basedon
abstractinterpretationandabstractmodelchecking.

� It describesan iterative processthat computesunsafe
intermediateresultsuntil it convergesto a saferesult;
traditionalresearchideasin staticanalysisandexplicit-
statemodelcheckingtry to improve on safesolutions
by reducingtheimpactof theapproximations.

� Thismethodyieldsasolutionthatis muchcloserto the
optimalsolution(both in termsof aliasingandpartial
orderreduction)thantraditionalmethods.

However, we paythepriceof losingsomeof thegenerality
in theresultsof thestaticanalysis.Sinceweincorporatedy-
namicinformation,theresultsof thestaticanalysiscannot

be re-usedfor differentinputs(environment)of a program
asit wasthecasein thetraditionallinearprocess.

Our futureplansareto improvethecurrentimplementa-
tion, to experimentwith this techniqueon many moreJava
programs,andto definea rationalefor the durationof the
iterationsteps.Futureimprovementsincludetheuseof on-
demand(or compositional)algorithmsin thestaticanalysis.
Weexpectthat,asweexperimentwith otherJavaprograms,
we might have to refine the distribution of work between
thestaticanalyzerandthemodelchecker. Wewill alsocon-
siderothertypesof interactionsbetweenthemodelchecker
andthestaticanalyzer, andpossiblyothertechniques.
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